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1. &5 /BACKGROUND

BABEIL, AROES KA AEBEEARNDER-LNOTI L THBOHTEERRERTHD,

UL, B — 7GR E AT YOS RTEEEDENTOREE T, A LB ENEBREEZET 5.

DI CIEARS A IFETRABSARER IZRRT DL BENEEDENDTHI_ LR T HMELDEHFINE DM
YES,

HITIAF—UPEEDERIT. ZLDIHFE. REAVWVBEEEMT 5N TED,

BIZIE, KIFICHESE R BER B4 T 5L T IRIAVNVBEN LG ERNKEEL B HIZT IENTES,

Food defense is a crucial element in protecting your business and consumers from internal and external
threats.

It encompasses a range of potential threats, from relatively common tamper hoaxes to less probable
terrorist attacks.

Searching the web for “product tampering” or “product tampering employee” gives numerous examples
1llustrating that the threat is REAL.

Supply chain or manufacturing threats can often be mitigated to reduce a wide range of threats.

For example, putting a locking lid on a vat can facilitate a wide range of potential intentional attacks.

BEHE(T—R - T47zR) - TATILIF RBEIUNEBOERIZLDIRVEEREL. BEZRET H-OICFHAR
SNAFNIFZEE,

Food Defense Programs shall be developed to reduce the risks from internal and external threats to
protect your customers.

FSSC22000 BN ZERFIHICE, BRBEICETIRENEREENETND,

COIEBIF ISO/TS 22002-1:2009 MO 18 I TN TLVSAY, FSSC 22000 DIENNEREIE 2.5.3 (& GFSI ZkKFE
HEBBIN, IAVAVN AT LLANVIZRYANLGN, BEEDOEH IO AD—EELTREDTONTINS,

The FSSC 22000 Additional Requirements contain a specific requirement on Food Defense.

Although this topic is addressed in ISO/TS 22002-1:2009 clause 18, the FSSC 22000 Additional
Requirement 2.5.3 is aligned with GFSI requirements and taken to the management system level,
making it a part of the management responsibility process

2. % /DEFINITION

BRAEOERICERLZBEONH DN, REWICEIEF LTINS,

BERBE(T—R T4z X)) DHEHEICE RBELZEDHDIEE, GFSI DEREN LT HEDEZAHD.

BETNER, FSSC22000 RF—ATIEHNDIEE THY., HINBEREFBETHILERH T D2 ENTAIRTHD,
There are many different definitions of food defense which are in nature very similar.

Some even conflict with the GFSI definition, such as including food fraud within the scope of food
defense.

It is essential to realize that food fraud is a separate topic and a different requirement in the FSSC22000
Scheme.

BABEEO GFSI ERIFLUTORYTHS:
"HERFE/IE L E TR GBI DS T OF—ICEE DI o =B E S, HorEBREEDE R 4EED
BLEN S, BaF. BaRBRHMH. k. FLIFRBAZEDLZLHEFHRT ST0EX(GFSI 2020.1)!
The GFSI definition of Food Defense is:
“The process to ensure the security of food, food ingredients, feed, or food packaging from all forms of

intentional malicious attack including ideologically motivated attack leading to contamination or
unsafe product.” (GFSI 2020.1)

ZOMICELFEONDERTUTDBY:

Other frequently used definitions are:

* PAS 96:2017 - BBL# TR AMBIEDFRIZ DL BB AT TFOAF—IZ B DI S5 WK EH S, Biff - B~
DELWEY TS/ Fr—2FHERT /DI IRFE1EFNE(PAS 96:2017)2.
PAS 96:2017 - Food Defense: procedures adopted to ensure food and drink security and supply chains
from malicious and ideologically motivated attacks leading to contamination or supply disruption (PAS
96:2017)>.

- FDA(FSMA-BEN B AER): REFHLL, BEMHEMOELLFOFREE, LRW I LILEEE
RIESEE LI 778k BB L TR A 5 B E FEMIA THE (FDA B S5HI7 7 oM—1)5,

FSUINR 2N T A T F T 4 AL I DR THY, L DB IERLTT,
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FDA (FSMA-Intentional Adulteration Rule): Food Defense is the effort to protect food from intentional
adulteration from acts intended to cause wide-scale harm to public health, including acts of terrorism
targeting the food supply (FDA Food Defense fact sheetk.

EERLBRH LR BESNEETER(HACCP)DRAICEXERLTLEEVATLERAREL, ERLGVWE
MRELDEEICHLTHRNTHEILELALTES,

LML, HACCP OJRAllE, BERMGHEZEORMOBERICE ASNERKEFEL LEM>TRAEBHO—R-T47x
VA EFERRTH D,

Industry and regulators have developed Food Safety Management Systems based on Hazard Analysis
Critical Control Point (HACCP) principles which have proven effective against unintended food safety
hazards.

HACCP principles, however, have not been
routinely used to detect or mitigate deliberate
attacks and are therefore not relevant to Food
Defense.

1. ENEALFERHEA

Figure 1. Intentional vs. unintentional adulteration °

Intentional Aduleration

BERWEEA
BRHE(T—R - FAITYR) DEHE-ORABERIL, _ .
SHBEOLEIEEEEZLS5ET HERTHD, Food Fraoud \ ,, deologically driven
CHUE, HolESRFHFIEE BNET 2RBMBED RABE {7 A0

FRELIF R B,

Li=poT. BRBE(T—R-T4T7zVX)DESLEIZ
X, ERESREARENYT—ROEE (HACCP)
PERBEFIETEREZ T TO—FHARELLD,
The motivation or root cause for food defense is
the intent to cause harm to consumers or

Bt BE

Food
Quality
ERmE

Comp'anl'es' . . Food Safety
This is different from the motivation for food Science based BRLE
fraud which is exclusively for economic gain. Fio&d barne illness

Therefore, food defense prevention requires a E;EE*E%

different approach than the control of i

unintentional food safety hazards (HACCP) Unintentional / Accidental Aduleration
and food fraud prevention. ENMTEL [ BROEA

3. FSSC22000 R¥—LEKE1E,/FSSC 22000 SCHEME REQUIREMENTS
IN—) 2- BB 6 RDEBFZTEMBDEKREIE

Part 2 — Requirements for organizations to be audited in Version 6

2.5.3 BRE#H (£27—FF—>H73TY)
FOOD DEFENSE (ALL FOOD CHAIN CATEGORIES)

2.5.3.1 BELDFFE,THREAT ASSESSMENT
ML, LT EITPEITIULLSL:

The organization shall

a) KB HEFAD IO R NEBIZERE T S E R BB E1FELFE T 88, TSN A7/
HEOVWTRBIHIDE BTz EmL, XEIETE, 35/,
Conduct and document the food defense threat assessment, based on a defined methodology; to
Identify and evaluate potential threats linked to the processes and products within the scope of
the organization; and.

b) BEAGBROER ST KEHEL. EHT S,

Develop and implement appropriate mitigation measures for significant threats.

2.532 i1E[Z PLAN
a) KAmt%, FEGGIEFFHRODRRICE DT, B REIRAFINEEEL, XEEIH /- BB HEE 5B
ElFA TORITAULLSELN,
The organization shall have a documented food defense plan based on the threat assessment,
specifying the mitigation measures and verification procedures.

b) BEIGHIEHEZL, EESN, D FSMS TEMTRIFALESEL ),
RSN LT 7 F T 4 A RDRIRTHY XD ER T,
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The food defense plan shall be implemented and supported by the organization’s F'SMS.

c) COFHEIZIZ, BRSNS EFIZEEL, MEDBEFHLEADTOEI R NHBESREL, RETDILEEIZ
HFFLGIT UL Z0,
The plan shall comply with applicable legislation, cover the processes and products within the
organization’s scope, and be kept up to date

d) Z—FF—>27TY)FIDHEEZ, LEEICHA, BT 7517 —0 BRI EFEET 8L FHEE
(LT ALHE L,
For food chain category FII, in addition to the above, the organization shall ensure that its
suppliers have a food defense plan in place.

4. EEAZ/IMPLEMENTATION

FSSC22000 BAFHHEREIREZ R SI=HIZ(E, /N, ERH, BN OVRIIZEDNET TO—FIZHIRETHD.,
D7 TA—F &Y, FSSC [FZDEREMBICER TV D ELITBBLABTNIEESR0N,

UL, RBERLTWNSAEAEE, TACCP(BEFHIEZEEHE = BSI/PAS 96 #%52), CARVER+Shock, FDA ® "
BRBHETEELY— "THD,

To implement the FSSC 22000 Food Defense requirements, a logical, systematic, and risk-based
approach should be followed.

It must be noted that there are many approaches, and FSSC leaves the choice to the organization.

However, the most widespread methods are TACCP (Threat Assessment Critical Control Points;
BSI/PAS 96 recommended), CARVER+Shock, and FDA “Food Defence Plan Builder” (FDA)4.

FSSC22000 DEBEDEREE XIET D012, LTROEEAENEREIND:

To assist in implementing the clauses of FSSC 22000, the following way of working is recommended:
1) 7—RTFA4ITVRF—LEHRET S/ Establish a food defense team;

2) BET ZAAN: TACCP) %ML, MEBOEFRRNNTO A RUERIZBEhET 2B AN ER LT EL. FHMIT 5,
Conduct a threat assessment (e.g., TACCP), identify and evaluate potential threats linked to the
processes and products within the scope of the organization;

3) EELREREEERT D, Define the significant threats;

4) BELBRISNT OB GEMREREL, BRL, EHETD;

Identify, select, and implement appropriate mitigation measures for significant threats;

5) ZEOE., K. WRil. EHEHEFIEZE. FSMS [CEfHon=B REFEETEIZXET 5,
Document the threat assessment, mitigation measures, verification, and incident management
procedures in a Food Defense Plan supported by the FSMS; and

6) REMNLIRELUVITa=r—2av HBREREL, BRBHETEZERT 5.

Develop a practical training and communication strategy and implement the Food Defense Plan.

RAMRICBEL T, FHFEREEEFEROMAICRYBL BENDH D,

In relation to mitigation measures, this needs to address both preventative and control measures.

TEZANDEEERET IR BRL NIVESEERSR TROEEDIEANTREN TN D LERH T DN BETHD,
BHOFEFEEBEZEL)DNAIN—SNTNBHILEHER T 20, BHOFEXFREFIZRER S $T5/Fz—V
HEHDIL,

When determining the scope of your assessment, it is important to realize that the threat level has been
shown to be at its highest at production facilities 47.

Make sure your site (including staff) is covered but do not limit yourself to your premises only and
include the supply chain as well.

WOHDY—IL (I ZIX, TACCP, CARVER+Shock, FDA 7—RT4 7z XTS5 VEIL A —FDBP4) B\ F| A TEZ5
EREREBENICFTMT AT LEEATINENDD,

V—UIERBRETHY, TOET R RIZELIZED TRIT NIERDEL,

You need to implement a system that logically assesses the threats for which several tools are available

FSUINR 2N T A T F T 4 AL I DR THY, L DB IERLTT,
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(e.g., TACCP, CARVER+Shock, FDA Food Defense Plan Builder FDBP4).
The tool is up to the organization and must be appropriate for their business.

BID. BRBFH(T—R- T4 R)D7TO—FE. ROLSHBEBELREMIZBZZDEEBHELTLNS:

In essence, the food defense approach aims to answer the following key questions:

- AR A ERELISELTWLADH ? /Who might want to attack us?

- EQOFINHELTKEDH ? /How might they do it?

- NBEEICEDISBEELE RITTRIREELHBDH ? What is the potential public health impact?
- ESTHIEINEHCTENTEEDMN ? How can we prevent this from happening?

EDLSLERBMIEENBHOEREZNICT HRIBEELH I (FIAIL, BMELD/N\YFROTIEADLOT A
RAVEBRSEHMEM) ERT DL,

NEBIR Y (BT oA F 2— DRDISZET) RURERIR T (BIZ L, it Bl ~DT7 IR FaaHO>NEEH)EED5,
Familiarize yourself with which food processing attributes may make your food a target (e.g., large
batches or ease of access intend to increase the risk).

Include external risks (elsewhere in the supply chain) AND internal risks (e.g., site/equipment access,
disgruntled employees, etc.

CCTEERDE HESNE-ITRTOBENEHNCEETHLEHMTESN DD TIEA BEICERNEKICLD
FHALMKOON D DT TEENENDITETH D,

TEIETEZADBREERET H_LlF. ThoZr il T 57=OICEETHD,

BREMEVRLEELEY, RAGERARELEIGE. TOROBREEMICLY., BMOEFRNADELHMEINET
EEH B,

It is important to note that every threat identified will NOT automatically be determined to be
significant and will NOT automatically be required to be addressed by a mitigation measure.

Identifying as many threats as possible is important so they can be assessed.

After repeated or severe incidents, a subsequent threat assessment may determine that an additional
mitigation measure is required.

BHEMEERET 2R ZPEEMBETIL—FELTEEONW AL, FBUOERM BB LDOTRR).
TIN—TARTERBIRIMNEFESNZHEICIE, KUFRBOTHARELLDIGFELH D,

When conducting the threat assessment, it is allowed to initially group materials (e.g., similar raw
materials or similar finished products).

A more in-depth analysis may be required when significant risks are identified within a group.

BRHEEREER T HRICE, HESNLBENBEICOVNT, TOEEMZFTMLATNIEERSE,

HACCP [ZFELILFEVRIRN) O REF WD ENTED (B RAEDAIREME X FE ER),

TUEAAIEEM. R ATREM. RBMAIREM AL DMOEREISEDIFZRLLTHWNTHELLY,
BRBVAVICHTDFHEREREL. XEILT DL,

FEHRERET 21012, FDA (FT7—RFz—U 2K b=k 42 BN FHEREBEL T —IXN—XEAKRL TS,
When defining a food defense strategy, the potential threats identified shall be assessed for their
significance.

A risk matrix similar to HACCP can be used (e.g., likelihood of occurrence x impact/consequence).
Other factors such as accessibility, likelihood of detection, and recognizability may be used as further
indicators.

A prevention strategy for the significant risks shall be developed and documented.

To help identify preventive measures, the FDA has published a database with preventive measures for
different activities throughout the whole food chain (FDA)5-

COEFTEIF. ZOHBOEHRIETIRBRETRIAVN AT LA(FSMS) (LA SN, ZhIzL>TESNAT
NIRXEBRN,

COETEICIE, EIEEE. RIDEE, BERVEELE, EE. THORE. ENHELEOEREEHINETHS,
IHIT, BRREIRDAVNN AT L(FSMS)F, Fit. REIEEE. IR UAVNEA—RECERBFE(T—R-T147
IVRA)DEREEDDIENDHD,

The plan shall be integrated into and supported by the organization’s FSMS for all its products.

It should contain elements such as control measures, verification activities, corrections and corrective

actions, responsibilities, record keeping, and continuous improvement.
I 2PN T 4o TH T4 AL DRERTHY, JFRLDOHPIEHL T,
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In addition, the FSMS needs to include the food defense element in policies, internal audits,
management reviews, etc.

EEFEROADELBENLRERELISOOREE. NKDESANKE,

hnlE A (FTIAV—RE) THIGEELH L. REB(EER) THII5ELHD.

LT IN—ZVT R/ XUEDAZ 2= —23> - TOT T LD R TH D,

The effectiveness of control measures and protection against potential threats largely depends on people.
These may be external (e.g., suppliers) or internal (your associates).

Therefore, a training and/or communication program is essential.

B, - BB 0ATI)—F I ORMBIE. 4TI/ v—DBRABHEGFTEZEREL TSI EEERLRTAUTESEN,
i FIZIE, B TIAVv—DBRHEHETEEEREL TOINEINERER T DY T4V — - 7o r—NZHFZ1v¥
—IZEIZEIEDE HTIAV—DBBBEHETEDOELEE Y T/ v —5 GFST IZEABEFEBINREL %
EHLTODIEDFINEERT D ERE VKON DFHETHILT DENTED,

In addition, Category F Il organizations for brokering and trading must ensure that their suppliers have
a food defense plan in place.

This can be established in several ways, e.g., by having suppliers complete a supplier questionnaire
confirming whether the supplier has a food defense plan in place, as well as requesting a copy of the
suppliers’ food defense plan or evidence of the supplier having a GFSI-recognized or approved
certification in place.

5. BaMEF—LEHENEFOOD DEFENSE TEAM AND TRAINING

BRGEE. BAVEMMFBIAE. AF. EFa)T1 BEVIT. & E. EREEZ)EEIIFENF—LICK
STEBEIND,

BABEHF—LOERIE. HACCP F—LYE RFFROMEHETMF — LLEERDAREEA R,
BRGECEYT EMANETDICONT, F—LOBERIIFEIOFBEELITEEL, HEBOFMRFANEITLE ST
EEH B,

The threat assessment is performed by a multidisciplinary team with a wide range of expertise (e.g., HR,
Security, Quality, IT, Production, Facility Manager).

The composition of the food defense team will likely differ from that of your HACCP team and food fraud
vulnerability assessment team.

The team’s composition may evolve over time as the understanding of food defense develops, and
external expertise may be required.

F—LOEBINFEINRBETHD, BAVNEBONSZOHBEINBOVRESN TS,

—BlEL T BRI (T—R - T IV R)IZEAT B OV IR—ROI—RERFL VDB B RER ISV IE
25 (Food Defense Threat Audit Guide MOOC=massive open online course),

Training of the team is required. Many trainings are available from a wide range of organizations.

An example is Food Fraud Prevention Think Tank which provides free web-based courses on food
defense (Food Defense Threat Audit Guide MOOC= massive open online course) 6.

FDA [FER DA VT4 —Z U TEMER ML THY, KE/FDA ORFEFITERELTELOTEIH DA, ZDh
L=V ERNGEEROHEATADNORBBIGETFIODH A ODNTEREREHET T HDITHZILD,
The FDA provides free online training materials, and although it is US/FDA regulatory compliance
focused, this training assists in educating the food industry on ways to help protect the food supply from
deliberate acts of contamination or tampering (FDA)

HFDA NL—Z=2 713, FDA fRANCENS =D FHFRSINT=,
FDA D&, - FSMA OB HYEARRIDEHEIL, GFSI OFEIYBIRNCEITTFR T HENEETH D,
Li=tto>T, FSMA-IA BEAR T LY GFSL B & E—T Sl TIEARL,

Note: The FDA training was developed to meet FDA compliance.
It is important to note that the FDA scope, specifically for the FSMA intentional adulteration rule, is
narrower than the GFSI scope.
Therefore, FSMA-IA compliance does not necessarily equate to GFSI compliance.

FSUINR 2N T A T F T 4 AL I DR THY, L DB IERLTT,
6/8



2023/11/05 Kz T 7t 7 4 A
2. HACCP, TACCP, VACCP M:&L\(GFSI)
Figure 2. Differences between HACCP, TACCP, and VACCP (GFSI)

BREEIRCAVIRATF L FOOD SAFTY MANAGEMENT SYSTEMS
BR%ZE (HACCP) B&F5# (TACCP) BmBE (VACCP)
FOOD SAFTY (HACCP) Food Defence (TACCP) Food Fraud (VACCP)
 ENHTEN,/ BERNZAMY | ENREAOKLE ERAEADR IE
DREADGLE Prevention of intentional Prevention of intentional
Prevention of unintentional / | adulteration adulteration
accidental adulteration ) X .
BYE TERNFEATAOT— B | BEENHE
Food boene illness Behaviorally or ideologically | Economically motivated
motivated
$ $ $
NF=F "E R
HAZARDS THREATS VULNERABILTIES

6. BE& /AUDITING
BE B UTOERICKY, BEOFM., EMRORELEENBEY) THL_LETHT NETHS:

Auditors should assess the threat assessment and identification and implementation of mitigation
measures is adequate by asking the following questions:

 BYIRRESN B ER OF —LAHEMN ?

Is there a team with the correct competencies/knowledge?

* BRFHANR S, XEEShTHSA?

Has a threat assessment been performed and documented?

* BET DBEARHESNTNDH ?

Are relevant threats identified?

* BRGTEDEE (B Y AN TE TS/ F— 2 A FMSh TLDA) ?

Breadth of the threat assessment (has the whole supply chain been assessed and not just its own site)?

s BHOEEMZHIMT 21 ER/NHIN,

Is there a methodology to determine the significance of threats?

s EERBREMNFESNLGE, XELSNERABHEEEADH DM,

When significant threats are identified, is there a documented food defense plan?

I ER VT AT — 3R ED LS ThNTLNSA,

How are training and communication addressed?

e BEHH(T—R- T4 R) EHEIDELEIL, 1S022000:2018 D/ST4—< 2 AFHAEIZEE T 55 9 BTN >TEE

SNTLDDY,
Is the performance of the food defense plan evaluated in line with ISO 22000:2018, Clause 9 on
performance evaluation?

* DTIEERNICRESN., ZOHEELE LI,

Is the analysis regularly reviewed, and is the frequency adequate?

« REIETF— LIFERSN TS (ISO 22000:2018 5 8.4 1),
Is the emergency response team prepared (ISO 22000:2018 clause 8.4)?

o FEDTANTHEMMD FSMS(FEEk. AR DEF. YA DEFa) T4, AEEE. IRXVAUNE2A—LGE)ERELC
TRHRMIZEREESN TS,
Are all of the above effectively implemented through the organization’s FSMS (e.g.,records, awareness
of people, site security, internal audits, and management reviews)?

FSUINR 2N T A T F T 4 AL I DR THY, L DB IERLTT,
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